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FTED STATES DEPARTMENT OF COMMERCE

Uindted States Patent and Trademark Office

July 04,2019

THIS IS TO CERTIFY THAT ANNEXED HERETO IS A TRUE COPY FROM
THE RECORDS OF THE UNITED STATES PATENT AND TRADEMARK
OFFICE OF THOSE PAPERS OF THE BELOW IDENTIFIED PATENT
APPLICATION THAT MET THE REQUIREMENTS TO BE GRANTED A
FILING DATE.
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APPLICATION NUMBER: 16/138,518
FILING DATE: September 21, 2018
RELATED PCT APPLICATION NUMBER: PCT/US19/38084

THE COUNTRY CODE AND NUMBER OF YOUR PRIORITY
APPLICATION, TO BE USED FOR FILING ABROAD UNDER THE PARIS
CONVENTION, IS US16/138,518

Certified by

Uinder Secretary of Commerce
for Intelleciual Property

and Director of the United States
Patent and Trademark Offiee




PATENT
Practitioner's Docket No.: U 620233-5

CERTIFICATION UNDER 37 QR L8{a) sad 130"
¥hen wying Express Mail, the Express Mo label swmber is pusndstory;
Express ¥ail certification is optionad. )

1 hiereby-cortify that; on the date shown below, this.comespondence {s belag

MATLENG
3 deposited with the United States Fostal Sérvice in anenvelope addressed tothe Commissioner for Patents, I Q6 Box 1450,

Adlexandria, VA 233131430,

37 CER, L8(a) I CER, 110
] with sufficlent postage ag first elass ntail, 0 as “Express Madl Post Office 1o Address™
Maifing Label No. {mandatory)
TRANSMISSION ERS-WEB

71 transmoitted by facsimile to the Patent and Heransmitied electronically

Trademark Office to (§73)-273-8348
. {Geralding Marti/
Date! September 21, 2018 Sigralure

Geralding Marti
ttype or print name of person certffying)

* Only-the date of filing (§ 1.6) will ba the datewsed in a patent term adjusimerit caleulation; alfhough the date on any
sertificate of mailing or fransmission undar § 1.8 contihuels to pefaker into account-fin determiping timeliness. See §
1.703¢). Consider "Express Mail Past Office lo. Addressge” (§ 1. 10} ar facsimife transmiasion (§ 1.8(d} for the raply
ta he accorded the carlfest possible filing date for patent ferm adjustment calcutations.

N THE UNMITED STATES PATENT AND TRADEMARK OFFICGE

Mail Stop Patent Application

Commissioner for Patents
PO Box 148D

Aloxandria, VA 223131850

NEW APPLICATION TRANSMITTAL

Transmitted herewith far filing is the patent application of inventor(s):

1. Dustiny ABRAMSON
2. Derrick FUU
3. doe JOHNSON

For (Hitle):
CRYPTOCURRENQCY SYSTEM USING BODY ACTIVITY DATA



Type of Application

This new application is for a(n) (check ane applicable item below):

7 Qriginiad {nonprovisionat).
] Design.
3 Plant.
VWARNING: Do pot use this transmiital for & completion in the (L5, of ap Inteinational Application under 35 L.8.C,

37Hoi4), unless the lntermational Application is being fled ag 2 divisional, continuation or continuation-ih:
pait applicstion:

WARNING: Do not use ihis transmitial for the filing of & provisional appiication.
MNOTE. i ong of the 3 fdems apply, then complels and attach ADDED PAGES FOR NEW APPLICATION

TRANSMITTAL WHERE BENEFIT OF' A PRIGR .5, APPLICATION CLAIMED and a NOTIFICATION N
PARENT APPLICATION OF THE FILING OF THIS CONTINUATION APPLICATION.

] Divigional.
3 Continuation.
3 Continuation-in Part {C-1-P).

1. Senefit of Prior U.5. Application{s) {35 U.S.C. 118(e}, 120, or 124}

NOTE: A nonprovisional application may olaim an invention disclased in one or more mine filed copending nonprovisionsl
applications or copending international applications designating the inited States of Americs. In order for a
nohpiovisional application to claim ihe bensfit of a prdor fled copsndiby nonprovisional application or copending
international application designating the United States of America, each prior application must name as an inventor at
least one invenior named in the lster filed nonprovisional applicafion and disclose the named inveniors inveniian
claimed in at least one claim of the Jater fited nonprovisional agplication in the manner provided by the first peragraph
of 38 U.S0 Section 112, Fach privrapplication raust also he:

() An internations] application eolitled to. a fling date in accordance with PCT Addicle 11 and designaling
the Linited States of Amerdca; oF
() Compiste as sl forth i Sectinn 1.51(b), or
ity Entitled ta 3 fling date as sef forth in Section 1.53(b) or Ssction 1.58(d} and includis the basic fiing fee
setfoith in Sectiornr 1.18; or
(tiv) Entitled 1o a fling date as set forth in Section 1.53(b} and have paid therein the processing and
retention fee setforth in Section 1.210) within the time period.set forth in Section 1.530).
37 CFE.R. Section 1.78{a}(1}).

WARNING: i an application claims the berefit of the filing date of an earier filed application under 35 U.3.C. §§120,
121 or 365(c), the 20-year torm of that application will be based upon the filing date of ive earliest U&
application that the ap;‘.?:l"dbor‘ makes reference to under 35 :8:C. §§ 120, 121 or 385(¢h {38 L.8.C
1“4(5)(2) dogs pot take info accot nt. for the deterpination of the patent term, any appiication on which
pricrity is oiaimed under 35 U.S.C. §§ 119, 365(a) or 365(p).) For a C-+-P applcation, appicant shoulg
review whether any élaim i the patent that will issue js supponised by an eariier application and, i not, the
applicant shawld sonsidar cancelmg the reference (o the earlier filed application, The lern of a patent is not
based on a claim-by-claim approach. See Notice of April 14, 1898, 80 Fed. Reég. 20,195, &t 20,205,

WARNING: 37 CF.R 1.78a)2) deais with the Hma in which the claim forthe benefit of an earier Hillng date must e

made snd states:

Kedit)] Except for s continied prosecution eppficetion filed under ° 1.83(d), apy nonprovisionai
application or international spplication designating ihe United Stales of America clafmmg the henelit of ong af more
priorfiled copending nonprovisional dpplications or international applications designating the United States of
Americe must cortain or be amendsd o contain a reference to each such pror-fited applivation, idenlifying # by
appiication number {consisting of 1he seras code  snd serial numbar) or mnlerhationai spplication number arwd
itarnational fling date ard indicating the relax‘/onsh/p of e applications. Cross references (o other refated
applications may be rmade when gupropriate (see” 1.14).



{ii} This mference must He submitted during the pendency of the laterfited application, If the ister-
filedt appiication is.an appication fled under 35 U.8.C: I Ha)H, this reference must also be submitted withir the loter
of four months from the. actuel fiing date of the Jater-filed application or sixteen months from the fiing date of the
priovflad application. # the laterGfifad application 1S a8 nonprovisionat application. which entered. the national stage
frorm. an mtermational application after compiiance with 358 (4 8.C. 371, this reference must alse be suimilied wihin
the fater of four monihs from the date on which the nstione) stage commenced uader 38 UL.S.C. 3718} or ¢l in the
latarfiled international anplication sixtesr months from the filing date of the prior-filed application. These tims periods
are not extendapls. Except as provided in paragrapti (8)((3)({ of thus sagtian, the falture 1o timely submit the reference
reguired By 35 (2. 8. C 720 and paragrapti (a2} of this section is cansidered a waiver of any benefit under 38
U.B.0 $20, 124, ar 305(c) fo such prior-filed application. The tme perieds in this paragrach do not sppiyif the later
fifed application is:

(A} Apvapplication for & design patent;
(83} An-appiication filed pnder 35 U8 C. 11 1{8) before November 28, 2000 or
(C} A nonprovisionai application which entered the nationat stage after compliance with

35U.8.C. 71 from an international appfication filed under 35 4,80, 363 before
November 28, 2000..

{iiiy if the laterfiled application is a nonprovisional application, the reference required by s
paragraph must be included in an application data sheet (§ 1.76). or the specification must aantain or be amended ta
centain such refeérence il the first senfence foilowing the title.

five) The request for s confinued prosecution application under § 1.83(d} is the specific. reference
reguired by 38 L8O 120 w0 ithe prior-filed application. The identification of an spplication by application number
under this section s the ideatification of every applivation assigned that appiication nurmber negassary for 8 spevilic
referarics regiired by 36 U8, 120 to every such application assigned that application pumber”

NOTE: | the new application being transmitted is 3 divisional, continuation or a continuation-in-part of a perent case, or
where iha parent case is an ibternational Applicstion which designated the 4.5, or benefit of & prior provistonal
application is claimed. then check the foffowing ftem and complste and afiach ADDED PAGES FOR NEW
APRLICATION TRANSMITTAL WHERFE BENEFIT OF PRIDR U.5 APPLICATION(S) CLAIMED.
£ The riew application being transmilted claims the beneflt of prior U.8, application(s)

and enclosed are ADDED PAGES FOR NEW APPLICATION TRANSMITTAL
WHERE BENEFIT QF PRIOR U5, ARPPLICATION(S) CLAIMED.
2 Rapers Enclosed
A, Reguired For Filing Date Under 37 G.F.R. Saction 1.53{k} (Regular} or 37 C.FR,
1.183 {Design) Application
¥ Application Data Sheast
20 Pages of Specification
4 Pages of Claims
& Sheets of Drawing
WARNING: B0 NOT submit ofigingl drawings. A high guality copy of the drawings should te suppiied witen Hing 8
palent application. The drawings that are submitted to the Office must be on strong, white, smooth, and
noh-shiny peper and meet the standards according to Section 1.84. If corractions to the drawings are
riecessary. they should be made fo the original drawing and a high-quatily copy of the carrected criginsi
draving Hhen submitted to the Office. Only one copy is required or desited. For comments on propesed
then-new 37 C.F.R. 1.84, sep Notice of March 9, 1688 {1360 0.G. §7-62).

NOTE  “tdentifiestion of drawings: Identifving indicia, if provided, sheidd include the iitle of the inveniinn, inventor's name ard
aopfication pumber , or docker number (f any}if an application. pumbser has pot beenr assigned to the application. Jf
this information is provided, it must be placed on the front of each sheel and centered within the fop margin.”

{complete the following, if applicable)}
( The enclosed drawing{s) are photograph(s).
NGTE: 37 GER. 1.84



NOTE:

“hj Photograghs.

7 CFR

Y1) Black snd white. Pholographs, including photacopies of pholographs, are not ordinanly perriticd iy
ulility and design patant applications. The Offive will accept phofographs in ulility and design patent
applications, however, if photagraphs are the only practicable medium for ifustrating the dlaimesd invention.
For example. photographs, or photomicragraphs of efectrophoresis gels. blots {e.g. fmmunoiogical,
wasten, Southem snd nodben), avlo radicgraphs, cell cultures (sfained and upstained), histological tissue
cross sactions (stainad and unstained}, animals, plants, in vivo imaging. thin layer chromategraphy plates,
crystaliine stroctures, and in o design patent appiication, ormamental effects, are scceptable. If the subjest
matter of the application admils of Husiration by a dieing, the examiner may requife & draving in place.of
the phatogragh. The photographs must he of sufficient quality so that all details in the photographs are
reproducible in ihe printed patant.

W& Color photographs. Oolor photogrsphs wilf be sccepted in utiity and design patent applications if the
conditions for accepting color drawvings and’ black andt white photographs have been satisfied Sae

.

aragraghs (a2 and (b1} of this section *
F e} 184 { #

[ The enclosed drawing(s} are in coler. Thrae (3) sets of color drawings and a
"RETITION TO ACCEPT CCLOR DRAWING(SY' are aftachad, 37 CFR
5571.84(a)(2) and 1.84)(b).

1.84(a)

2y Color On rare occasions color drawings may be necessary as the only practical ragdium by which o
disciose the subjest matiar stught to be patented in a uiilily or design paient application orthe subject
matter of @ siatutory invention registration. The cofor drawings nust b of sufficient quality sueh that afi
details m the drawings are reprodiicible’ i black and white in the prnied patent. Cofor dreitigs are not
pemitted in international applications (see FCT Rule 11.13), or in an application, or copy thereof,
Submiited under the Office electronic filing Systern. The Office. wilf accept colar drawings in ity or design
patent applications and statutory invention registrativng only after granting a pefition filed under this
paragraph explaining why the color drawings are necessary. Any such petifion must include the folfowing:

4] The fee setforth in § 1. ¥7(h);
(i} Three (3} setls of color drawinys;
(i} A Black and white photocopy thal accurately depicts, to the gxtent possilbie, the subject mailer

showr in the color drawing, -and

(i) An amendment to the specification o insert (unléss the speuification contains or hes besh
previousty amernded to vontaing the following fanguage as the first paragraph of the biief
description of the drawings:

“The patent or application fife contains at least ons drawing executed in colar. Copiss. of this
patent or patent application pubfication with cofor drawing(s) will e providad by the Office wpon
request and payment of the necessary fee.”

B founal
1 informal

B,

Qther Papers Enclosed
Declaration

A Pages of Absiract
Other

Transmittal for Power of Attorney including Power of Attorney



Additions! papers enclosed
] Preliminary Amendment

o Information Disclosure Statemant {37 CFR 1.88)

WARRNING: In arder to ensure consideration of information previously submitted but which has nof been considerad in

NOTE:

NOTE:

NOTE:

e parent applcation. an applicant mMust Pasubsait the infornation, complying with. 37 G.E.R. § 1.97 and 37
CFR. § 1.98, in the cohlinuing spplicafion fled under 37 CFR.R. § 1.53(6). See § C08B{3), MEER, 7
Edition, Rev. 1,

1

Form PT{x1448

]

Cifations

Declaration of Biologicsa! Deposit

O 0

Submission of "Sequence Listing,” computer readable copy andfor amendmsent
pertaining thereto for biotechnology invention camtaining nuciaotide and/or aming aid
seguens

Authorization of Attormnsy(s) 1o Accept and Follow Instructions from Representative
Special Commenis

Reguest for Nonpublication of Application

g g oo

Qthar

Reclaration or Oath

A newly executed desclaration is not required in & conlinustion or divisional application provided the pricy
nonprovisivnal agpiication contained.a Qeclaration as required, the appicatian being filed is by.all or tewer than all the
mnveniors named i the prior application, there s no new matier in the application béing filed, and a copy of (e
exgouteds dectaralion filed in the prior eppfication (showing the signature oran indication thereon that i was sfgned; is
sSubmitted. The copy must be accampanied by astatement reguesting defetion of the names of person(s] wha are not
inventors of the spplivstion being filed. If the declarstion in the prior application was filed under Section 1.47 then &
copy of thet declaration must be filed socompanied by a copy of the decision granting Section 1.47 status or, if &
nonsigring person under Section 1.47 has subsequertly joined in a pricr application, ther & copy of the subsaguently
executrd-declaration must.be filed. See 37 C.F.R. Section 1.63(d)(1)~(3}

A daclaration fited to complete an agplication must be exesuled, identify the specitication o which it /s directed,
dentity each inventor by full name, including the family name, and atb least ops givery name without sbbreviation
togethior with any other given namie or initial, and the residence, post office address ang eouniry of pitizenship of each
frvenior, and siale whether the ventaris a sele or jaint inventor, 37 C.F.R Seclion 1.83(a}{(1)-(4).

The inventorship -of a nanprovisional application is thst inventorshify set forth in the oeth or declaration es presaribed
by Section 1.62, exvept as provided for fn Sedction 1.53(di(4}) and Sectien 1.83(d). If an oath ar declaration as
prescribed by Seciion 1.63is not filed duning the pendency of @ nanprovisiona] application. the inventorahip iz that
inveniorshin set forth in the application papera fitsd pursvant fto Seclion 1.53(h) unfoss: a pelifion under s
paragraph accompanied by the fee set forth iy Section T.17(} is filed suppling of changing the name or names of
the inventor orinveniors, 37 C.F.R. Section 1.471(&}1].

3 Enclosed
Exacutad by (cheok aff applcable boxss)
{0} frventors.

3 fegat representative of inventor(s), 37 C.F.R. Section 1.42 or 1.43.



NQTE:

5,

R joint inventor or person showing a propristary intersst on bebhalf of inventoer
who refusad o sign or cannof be reached.

] This is the petition requirgd by 37 CF.R. 1.47 and the statement
requirsd by 37 C.F.R. 1.47 is also altached. See jlem 73 below for
fee.

&1 Not Enclosed,

Where the filing is a completion in the LS. of an International Application. or where the cormpigtion of the US
application vontains subject matter in addition to the interiational Application, the apphicalion may be tieafed as g
continaation or confinpation-ipart, as the case may be whlizing ADDED PAGE FOR NEW ARPLICATION
TRANSMITTAL WHERE BENEFIT OF PRIOR U.8 APPLICATION CLAWED.

] Agppiication is made by a person authorized under 37 C.F.R. 1.41(¢) on behalf
of ali the above named inventor(s).

] Showing that the filing is authorized. (Not required unfess calfed into
gusstion. 37 C.F.R, 1.41{d))}

inventorship Statement

WARNING: I the-namied mventors are sach not the invenitors of sif the claims an explanation, including the ownership of

8.

NOFE:

various claims at theting tha jast claimed ivention was iade, shoidd be submittad
The invento?ship for alt the claims in this application ave:
5] The same.
or

4 Not the same. An explanation, including the ownership of the various claims al tha
firne the last claimed invention was made.

% is subnyfted.

a will be submitted.

Language

An appiication including a gigned eath or declaration may be filed in a fanguage ofper than English. An English
43,

transistion of the nen-English ispguage application and ihe processing fee of $130.00 regquired by 37 C.F R Section
1.17¢k} is required 1o be fifed with the application, or within such tine as may be set by tha Offfiee. 37 C.F.R. Sschion
7.82(a}.

& English

o Mon-English
3 The attached fransiation includes a statement that the translation is accurate.
37 C.F.R.1.62(d)

Assigrnment

%] An assignment of the invention io

MICROSOFT TECHNOLOGY LICERSING, LLC



3 s attsched. A separate [0 "COVER SHEET FOR ASSIGNMENT
(DOCMENT) ACCOMPANYING NEW PATENT APPLICATION" or T FORM
PTO 1585 is also attached

% will follow.

3 hag been recorded at Reg ., Frame an

NQTE.  “If an assignment Is submitted with @ new application, send fwo sepsrate leflers - one for the application and ane for
the assigriraent.” Notice of May 4, 198Q{1114 0.6G. 77-78).

WARNING, A newly executed "STATEMENT UNDER 37 C.RR, 373D} must be filed when a con“;wat/omlnpait
[epEcation is fited by an assigres. Notive of Apsil 30, 1082, 1150 0.5, 62-64.

8. Certified Copy

Certiffed copy{ies) of application(s)

Country Appln. No. fFiled

from which priority is claimad

! is {are) altached.

g

A Reguest fo Retrieve Electronic Priority Application is attached.

3 was filed in parent application
3 is {are) attachsad.
3 will foliow

NOTE: 37 C.F.R §1.35, Ciaim for fareign priority.
g v

{100 In an originat appiication filed under 35 UL.5.C. 111{n), the claim for priosity must be presentsd during
the pendency of the application, and within the later of four monihs from the actuai filing date of the
soghcation ar sixteen months from the Fiing date of the prior foreign application, This fime period is not
extendable. The ofgim must identify the foreign appifcation. for which prority Is claimed. as well as any
foreign applination for the same . subject matter and Paving a fiing date beforg that of the application for
which priorty s claimed, by specifving the applivation number; country (or inteliectusl property authority),
day, maath, and year of ite filing. The time periods in this paragraph da not apply fn an applicalion under 35
L.8.G 1T el i the application is:

(Al A design-applicaticn, or
8} AR spplication filed bafore November 26, 2000,
{Cy Linless such claim is accepted in avcrdance with the provisions ol this paragraph, any claim far

priority ander 35 1.8.C. 119(8)-(a) or 2868(a} not presented within the tme perod provided by
pRragraph (z) of this section i considered to have beep waived. if a olaim for orfority under 38
L8 € T19a)-{d) or 365(a) is prasentad after the time period provided by paragraph (&} of ihis
section; the cliaim may be avcepled jf the claim: idenlilying the prior fareign application by
spacifving fis appiication number, counliy {orintetisotual properly authorily), and the day, month,
and year of its Hling was unintentiopally delaved. A petition fo acoept a defayed claim for priofity
unéder 36 .S, C. #19(a)-{d) or 365(a) must be accampanied by

(1) The claim under2s U 8.0 118(a)-{d) or 365{(a} and this section to the prior foreign
application, unless previousty submitiad,

7



NOTE:

NQTE:

{2} The surcherge get forth i § 1.1 7(1); and.

(3} A statement that the entire delay between the date the ofsim was due under
paragraph (a){1) of this segtion and the dete of ihe chaim wes filed wag intentions!. The
Commissioner may require acdiliohal information where here is ¢ qusstion whether
the delay wes intentionsl.”

37 CF.R§ 1.83 Qath or declaration.

ey An ogth or deglaration fled ynder§ 1.51(b){2) a8 a part of & nopgrovisiongl application poust:

S
@) Unless such information is supplied on an application data sheet in accordance with § 1.76, the oath of
dociaration mist 2iso identiiy:

(2) An forgign application for patent for inveritor's certificate) for which a olainy for priarity is made pursuant
to § 1.55, and any foreign application having a filing dete hefere that of the application on which prisrity is
claipied, by Specifving the application number, country, day. month and yegr of itsfifing. *

The foreign application forming the basis for the claim for priosdly must be referred fo in the osth or
dectaration 37 C.F. R. § 1.55(a} snd 1.63.

Thig iter s For any Toreign pricrity for which the application being fled directly refates. IF any parent LS. application
or international Application formywhich this application claims bensfit undsr 35 U.S.C. § 120 is-isell entitfed to prioriy
frofn @ prior foreign application, then complete item 18 on the ADDED PAGES FOR NEW APPLICATION
TRANSMITTAL WHERE BENEFIT OF PRIOR /.8 ARPPLICATION(S) CLAIMED

Fee Caleulation (37 CFR 1.16)

Al B Regular Application Filing Feas §1,720.00
B. 3 Additional fee for spegification and drawings filed in paper $0.00

gver 100 sheets (excluding seguence listing or computer program
listing filed v elecironic medium). The fee {s §320 foreach addilional
50 sheets of paper or fraction thereof

CLAIMS AS FILED

Clatims

Number Mumber Extra Fate
Filad

Totat Claims
{37 CFR Section 1.16) 20 -20= X $180.00

independent Claims (37
CFR Section 1.16(b))

$460,00 %

103
3
(]
i3
e

Multiple Dependent

Claimnis), f any {37 CFR $820.00 4.00

Section 1180}

Note:

£3 Amendment canceling extra claims is enclosad or above.

3 Amendment deleting muitiple-dependencies is enclosed,

3 Fee for axtra claims is not being paid at this time.

if the fess forextra olaime are nat gpald on filing they must be pald ar the claims canceled by amendment, prierto the

sxpiration of the time period get for fesponse by the Fatent and Trademaiik Office iy any notice of fee Deliciency 37
CHER. Bection 1.16(4},

Fee Caloutation  $ 1.720.00




186,

NOTE:

B. 3 Design application
(3760.00--37 C.F.R. Section 1.164))

Fee Calculation & Q.00
[ ] Phantapplication
{3330.00--37 C.F.R. Saction 1.16{g}))
Fee Calculation § 0.00
Small Entity Statement{s}
i} Stafement{sy of Writlen Assertion{s} that this is & Bling by & small entity gnder 37
C.FER. 1.8 and 1.27 is{are) attached.
0 Applicant hereby asserts small entity status by paying the small filing fee.

37 C.F.R. §1.27{c) deals with the asserion of smalf entity status, whether by g whttety specific deciaralion thereof or
by payrient 85 & small enlity of the basio filing fee or the fee for the entry info the national phass and states:

(o) Assertion of smalf entity: status. Any party (persop. amail business concam or nonprolit crganization)
should maive a determination, pursuant to paragraph () of this secdtion, of entitlament o be accorded small
entity. siatus based on the detiniions set forth in paragraph (&) Of this section, and must, in order to
establish small entity status 7or the purpose of paying small entity fees, actually make an assertion of
entittement to small entity status, in the manner set forth i paragraphs (C)T) or (¢l{3) oF this section, i the
appiication. patent in which such smail entity fees are lobe paid,

{1 Assertion: by wiiting - Snrall entity status may be astablished by .a written asserfion of
enlitlement to small entity status, A wiitten assertion must:

] Becleariyriventiieble;
(i) Be signed (see paragraph (C}{20 of this section]; and

(it} Convey the concept of antittement i small entily status, such as by stating
' that appiicant I8 g small entity, or that small enfity status s enfitled (o.be
asserted for the application or patent. While no SpeCiicwords or wording are
required 1o asser] small enlity Status, the intent 10 assert small entity status

st be clearty indicated in order 1o compiy with the assesticn reguirement,

2) Parties who can sign and file the written assertion. The written assertion can be signed
by
izl Qne of e parties identified n § 1.38(8) (eg.. en aftorney or agern

registered with the Qffice). 3. 73(L) of this chapter nobwithstanding, who gan
also file the vertien asserion,

(i} At feast one of the individuals identifiod as an faventor (even though a § 1.63
axecuted oath or doclration Has not bean submitted), not withstanding §
1.33B)4), who can also file the written assertion pursuant to the exception
under § 1.33¢b} of this part or

(i} An assignee of an andivided pant interest, notwithstanding §5 7.33(b)(3}) endt
3.73h) of this chapter, but the panisl assignee cannot file the dssedion
without resort o a panty idemtified undar § 1.33(0) ofthis part.

£3) Agsertion by payment of the emall entity basic fifing or basic nations! fee. The
payment, by any party, of the exact amount of one oF the smasil entlly dasic fiing fees
sot forth iv §§ 1.796{@), (f). (). (1), or (k) orone-of the smell entity basic national fees
set forth i §8 7T.492¢a)071). (@)(2); {@)3), (R)(4), oF (3)(8), wili ba {rosted 5 a wiiltlen
agsertion of antittement fo small entity stalys even If tha type of basiec filing or basic
national fee is fnadvertently seleclted iy grror.

0] i the Dffice accords smgll entity status based on payment of a small entity
hasic filing or-basic nalional fee under peragraph {¢j(3} of ihis section that is
1ot applicatie 1o that spplication, any balance of the small entity fee that is
applicable fo ihat application will be due along with the appropriate
surcharge ot fortty in § 1.18(e), or §1.16{1}.

i) Tha payment of any small entily fee otfier than those set forth in paragraph
{C)(3) OF this section {whether in the exact fee arnount or not) wilf not be

g



veated as a wiitter assertion of entifement to.smail eniity status and will not
be sufficient jo estatlish small entily staius in an application ora pafent.”

WARNING: 37 CF.R.§ 1.27(ci4): "Assartion reguired in relaled. confinuing, and reissus applications. Status as a

small eptity must be spedificalfy established by an aszerlion in esch related, sontinuing and reissie
appiication i which status is appropriate and desired. Slatus as & spialt gntity in one application or patent
dogs not affect the status of any other applcstion or patert, regardiess of the relationship of the
appiications or palents. The refiling of an application under § 1.53 as & continuation, diisionai. or
continuation-in-pat application (ncluding a continued prosecution application under § 1.83(d}, or thefiling
of @ reissnwe application, requires & pew asserion ag o continved entitlernent t small entily status for the
contitnuing oF reissue applicaiion.”

WARNING: "Small eptity status raust not be estabiished whern the person or persuns signing the . , . stalement gan

uneguivecally make the required self-certification.” M.PE P, Secfion 808,03, 8th e, rew 2, July 1986
(emiphasis addad).

{complete the following, if applicable)

i3 Status as a small entity was clairoed in prior application ; Bled on ____ from which
benefit is being claimed for this application under:
38 U.8.C. saction b 118{8) ~ provisional,
i 120 ~ continuation,
3 121 — divisional,
3 365(c) - PCT,
and which status as a small entity is still roper and desifed,
] A ocopy of the statement or writlen assertion in the prior application is
included.
Filing Fee Caiculation {(50% of &, B or € above) 3
NOTE: A refund based an estabishment of smajj eatity status, of a portion of fees timely paid in Tl prior to astabfishing

1.

12.

status g5 g-smalt entity.mav only be oblained i an asserion under § 1.27(¢) and & request for & refund of the oxcess
amount srg filed within three months of the date of the Umely payment of the ful feg. The threg-month time periodis
not axtendable under § 1 136. 37 C.FR. § 1.28t3).

Requesat for internafional-Type Search (37 CF.R. Section 1.104{d)) (Complete, i
apuficabls}

s Please prepare an internationaltype search report for this application at the time
whan national examination on the merits takes place.

Fer Payment Being Made Al This Time

3 Not Enclosed
No filing fee is to be paid at this time and any and all prior fes authorizations
are revoked.

(This and the surcharge reguired by 37 GFR Section 1.76(e} can be paid
subsequentiy.}

B Enslosed

& Filing fee $ 1,720.00



] Recording assignment
{$40.00; 37 OFR Ssgction 1.21(h)) (See attached
HIOVER SHEET FOR ASSIGNMENT
AGCOMPBANYING NEW APPLICATION.™ k3

& Petition and feefor filing by other than sll the
inventors or person on behalf of tha inventor where
inventor refused 1o sign or cannot be reached

{3200.00; 37 CFR Sections 1.47 and 1A7{) $
) For processing an application with a specification in

a non-English language

{5130.00; 37 CFR Seclions 1.52(d) and 1.17(k)) $ __
] Processing and retention fee

{$130.00; 37 CFR Sections 1.53(d} and 1.21{) $
W Fea for intemational-type search report

{$40.00; 37 CFR Section 1.21{e)} S _

Surcharge fees

late payvmeat of filing fee and/or late filing of

original declaration or oath

€37 C.ER. Bection 1.16{e)--3160; small entity—

58¢) $ 160.60

NOTE: Even where o facsimife declaration oroatfesigned by the investtor(siwas pert af the
orighmally fifed papers, the surcharge fee s reguired:

NOTE: If both the filing jee and decloraiion or oath weere missing from the aviginal papers, the

Oifice proctice wndes 37 CLFRR Section 16} is that onlv one surchoree fee need be
paid vwhether the later filed oath or decigrativn andipr the filing fe are submitted

afierwards at the same titme or at diffesent times.

NOTE: 87 C.ER. Section 1.21(i} establishes a fee for processing and retaining any application that is ebandoned for fafling
to compigte the application pursuant to 37 CFR.E. Section  1.53{} and this. as well as the changes to 37 CFR
Section 1.83 and 1.78(a)(1), indicate that in ordar (o obtsin the bepefit of & prior t1.3. application, either the basic
fHing fee must be paid, or the processing and reteption fee of Section .21y inust be paig, within 1 year from
naotification under Section £3(f).

Total fees goclosed  § 1,880,800
13, Method of Payment of Feas

£ Chack in the amount of $.0 00

& Charge Account No. 12-0425 in the amount-of $ 1,880.00

14, Authorization {0 Charge Additional Fees

ARBNING: if nofeas ars io be paid on Hling. the followivg items should pot be completed.
WARNING: Aceurately count olairns, especialiy multiple dependent olpim's, to avoid unespected high charges, if exira

clain chargasqarg authorized,

11



NOTE

NQTE:

NOTE:

185,

NOTE:

& The Commissioner is hereby authorized to charge the following additions! feas Ly this
pape- and during the entire pendency of this application to Account No. 1

15 A7 CFR Section 1.18{8), () or {g} {filing Tees)
&3 37 CFR Section 1.18{b), {c) and {d) {presentation of extra claims)

Because additionat fees for excass or mitiipls depesndent dlaitns hot paid on filing or on {ater presentation mist onfy
be paid or these claims canceled by amendment pror to the expiration of the fime period setfor rasponse by the PTG
in any aotice of fee deficiency (37 C.F.R Section 1.16(d}}, it might be best not o authafize the PTO o chaige
additional claim fees, except passibly when dealing with amendmenis.after final action.

) 37 CFR Section 1.18{e) {surcharge for filing the hasic filing fer andfor declaration an
a date iater than the filing date of the spplication)

5] 37 CFR Seation 1.17{@{1)~(5) (extension fees pursuant to Section 1.136(&).

%] 37 CFR Section 1.17(@){1)-(5) (application processing feas)

A ywritten reguest may be submitied.n an applination that ls an authorization to treat any.concurrent or fiture reply,
requiring a petition for an extension of time undsr s paragraph for its imely submission, ag incorporaiing & petition
for axtension of thme fur the approgriate leagih of time. Ap suthorization to charge sil required faes, fees under
Section 1.17,.0r gl required extension of ime fees will pe treated as a constructive petition for an extansion.of tme in
any concurrent or future reply reglifing a peiiicn for an oxtension of Hme under this pamgraph for ite Hmely
submission. Submission of the fee set forth in Section 1,17} will alse he reated as a constructive patiticnr Ior an
exterision of Hme in any Sancurrant ragdy requiring a petition for an. axtension. of Hima under this paragraph for its
fimely submission: 37 C.ER: Section 1.136(a8)(3).

Section .37 40} provides thal an authorization to charge the issue fer (§ 1.18) fo a dapostt account may be filed in
an incividual application only affer the mafling of the notice of gilowance. Accordingly, genaral authorizations o
pay fees and speciic authorizations to pay the §sue fee that are filed priar 1o the maifing of a notice of attowance will
ganeraily not be treated as requesting payment of the isaue feo and will nof be given eff&ct to act as & reply to the
notice-of alfowsnce Apolicant, when paving the issus fee, should submit a new auihorization to: charge fees, such as
by completing box 65 on the civent PTOL-838 fonm. Where a0 repty to the notice of sliowance is recefved. the
application witt stang abandoned notwithstanding the presence of gensral sutharizations 1o pay fees: or a specific
authorizeiion fo pay the issue fes thal were submitied pitor to mailing of the notice of afiowance. Where an altempt is
made to pay the issue fee but an incorect amount i submitted, § 1.311(bJ(1), or where ihe Office’s issue fes
transmitial form {currently FTOL-85(B)Y is completed by applicant ang sutmitted. § 1.8%1 (b,(Q) i rnp’/ ta a hotice of
affowanse, an exception will be mades. Such submissicns will operate as 2 request to chaige the Ssue feg fo any
depasit account identified in a previously fled (e, submitted prior to the walling of the notice of alfowance)
authorization {o charge fecs, and wilt be alfowed to act as paymant of he comect issue fee. § 1.371(B) See also the
chenge ta § 1.26(h). Notice of Septembar 8, 2000, Fed. Reg. ad603~5~16c3 at 54648 and. 53647,

Instructions as to Overpayment

L Amounts of twenty-five goliars of {855 Wil nol be retusiied uniess spedifically requested within & rgasonabie tine,
riar wilh fhe paver be notiied of sudh amounts; amm(ms aver twanty-five dofiars may be retuned by check aor,
requasied, by credit to & deposif account,” 37 C.R.R. Seclict: 1.26(a).

4] credit Account No. 12-0425
o refund
f‘ff? 4
Slqn;};ﬁr« 4 Pra&&lo‘ﬁ% Customer No. 00140
Rag. Mo, 44083 Raymond A. Diperna
Ladas & Parry LLP
Tel. Mo, {(212) 708-1850 1040 Avenue of the America

New York, NY 10018



s} Incorporation by reference of added pages

{Chack the following Rem if the application fiy this transmiflal ciaims the henalit of prior
{18, application{s} {including an international application enltering the U.8. sfage as a
conlinpation, divisional o G-+F apphication} and complete and attach the ARDED
PAGES FOR NEW APPLICATION TRANSMITTAL WHERE BENEFIT OF FPRIOR
{48 APPLICATION(S) CLAIMED)

03 Plus Added Pages for New Application Transmitlal Where Benefit of Pror
U.S. Application{s) Claimed
Namber of pages added 0
3 Plus sdded pages deleling names of inventor{s) named on prior

applications{s) who isfare no longer inveptor(s) of the subject niatter olaimed
in this application,
Number of pages added O

&1 Statemeant Where No Further Pages Added

(if no further pages form a pant of this Transmiital, then end this Transmiiial
with this page and check the following item}

& This transmittal ends with this page.
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Approved for use through 11/30/2020. OMB 0651-0032
U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | U 020233-5

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | CRYPTOCURRENCY SYSTEM USING BODY ACTIVE DATA

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.786.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

] Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Remove
Inventor |1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
| [] Ppustin pBrAMSON e
Residence Information (Select One) e US Residency Non US Residency Active US Military Service

City | Renton State/Province lNA Country of Residencd | US

Mailing Address of Inventor:

Address 1 Dne Microsoft Way

Address 2

City Redmond State/Province | |WA

Postal Code | |98052 Countryi ‘ |US

Inventor 2

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
| [] [pemick | FuU e
Residence Information (Select One) (@ US Residency Non US Residency Active US Military Service

City | Beattle State/Province | WA | Country of Residencéd | s

Mailing Address of Inventor:

Address 1 Dne Microsoft Way

Address 2

City Redmond State/Province | IWA

Postal Code | |98052 Countryi ‘ |US

Inventor 3

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
[ [ Jroe | JIOHNSON e
Residence Information (Select One) (8) US Residency Non US Residency Active US Military Service

EFS Web 2.2.13
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Attorney Docket Number | U 020233-5

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | CRYPTOCURRENCY SYSTEM USING BODY ACTIVE DATA

City | peattle State/Province | WA | Country of Residencd | S

Mailing Address of Inventor:

Address 1 Dne Microsoft Way

Address 2

City Redmond State/Province | |WA

Postal Code | |esos2 Countryi ‘ |US

All Inventorg I_Vlust_ Be Listed - A_dditional Inventor Information blocks may be o

generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.

For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 56424

Email Address usdocket@microsoft.com | AddEmail | [Remove Email|
Email Address MicrosoftIP@ladas.com | AddEmail | [Remove Email|
Application Information:

Title of the Invention CRYPTOCURRENCY SYSTEM USING BODY ACTIVE DATA

Attorney Docket Number| U 020233-5 Small Entity Status Claimed [ ]

Application Type Nonprovisional -
Subject Matter Utility -
Total Number of Drawing Sheets (if any) 3 Suggested Figure for Publication (if any)

Filing By Reference:

Only complete this section when filing an application by reference under 35 U.5.C. 111(c) and 37 CFR 1.57{a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority informaticn must be
provided in the appropriate section(s) below (i.e., "Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of afiling date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). .
1
Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country
filed application

EFS Web 2.2.13
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | CRYPTOCURRENCY SYSTEM USING BODY ACTIVE DATA

Publication Information:
[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

35 U.5.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application {see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: e Customer Number US Patent Practitioner (O Limited Recognition (37 CFR 11.9)
Customer Number 156424

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S5.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)

v

Additional Domestic Benefit/National Stage Data may be generated within this form

by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (F’DX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

EFS Web 2.2.13
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. Attorney Docket Number | U 020233-5
Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention | CRYPTOCURRENCY SYSTEM USING BODY ACTIVE DATA

Remove
Application Number Countryi Filing Date (YYYY-MM-DD) Access Codé (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button.

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March
16, 2013, will be examined under the first inventor to file provisions of the AlA.
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | CRYPTOCURRENCY SYSTEM USING BODY ACTIVE DATA

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signhed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property {IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or bath in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQ), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPQ), the State Intellectual Property Office of the People’s Republic of
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

(1).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign |IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[ ] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | CRYPTOCURRENCY SYSTEM USING BODY ACTIVE DATA

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant (1

If the applicant is the inventor {or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {(assignee, perscn to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

Assignee Legal Representative under 35 U.S.C. 117 Jeint Inventor

# Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

vI

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name

Microsoft Technology Licensing, LLC

Mailing Address Information For Applicant:

Address 1 Dne Microsoft Way
Address 2
City Redmond State/Province WA
Country | IS Postal Code 08052
Phone Number Fax Number
Email Address usdocket@microsoft.com
Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | CRYPTOCURRENCY SYSTEM USING BODY ACTIVE DATA

Assignee 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information” section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. X
Organization Name I\Ilicrosoft Technology Licensing, LLC
Mailing Address Information For Assignee including Non-Applicant Assignee:
Address 1 Dne Microsoft Way
Address 2
City Redmond State/Province WA
Countryi S Postal Code 08052
Phone Number Fax Number
Email Address usdocket@microsoft. com
Additional Assignee or Non-Applicant Assignee Data may be generated within this form by add

selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
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OC Ref/MT Rel 405046-LIS-NP

CRYPTOCURRENCY SYSTEM USING BODY ACTIVITY BPATA

BACKGROUND

{0001 ] A virtual corrency {also known as 8 digital curreney) 18 a medium of exchange
nplemenied through the Internet generally, not tied to a specific govemment-backed “flat”
{printed) currency such as the U.S. dollar or the Euro, and typically designed 1o allow
instanianeous transactions and borderless transfer of ownership, One example of virtusl
arency is oryplocurrency, wherein eryptography is used to secure transactions and to

control the creation of new umits.

{00021 Several cryptocurrencies exist. Among these, the most well known i5°a blockchain-
based cryptocarrency. Maost blockcham-based cryptocurrency e decentralized in the sense
that it has no central pont of control, However, blockehatn-based cryptocurrency can also be
implernenied in a centralized system having a central point of contrel over the
cryplocirrency. Bitcoin is one of the exarmples of blockchain-based cryplocurency. fiis
described n a 2008 aricle by Satoshi Nakamoto, named “Bitcoin: A peer-to-Peer Electronie

Cash Svstem,” the entive content of which s incorporated herein by reference.

j0003] A blockchain 15 2 data stracture that stores a list of transactions and can be thowght of
as a disteibuted elecuronic ledger that records transactions between sowrce identifier(s) and
destination identiflex(s). The transactions are bundled imto blocks and every block {except for
the first block) refers back to or is linked 1o a prior block in the blockchain, Computer resources
{or nodes, sic.) maintam the blockchain and crvptographically validate each new block and the
fransactions containgd . v the corresponding  block, This validation provess includes
computalionally selving a difficult problem that 15 also easy 1o venily and 18 sometimes called
g “proofelbwork”. This process is referred to as “mming”. The nuning may be a random
process with low probabulity so that a lot of rial and ervor is required to solve g computationally
difficult problem. Accordingly, the mining may require enormons amounts of computational

SHETEY.

f0004] It is with respect o these and other general considerstions that the following
embodinents have been described. Also, although relatively specific problems have been
discussed, 1t shoukl be undersivod that the emboedunents should not be hmited to solving the

specilic problews identified i the backgrownd.



SUMMARY

{65 ] Some examplary enthodiments of the present disclosure snay use buman body activity
associated with g task provided 1o 8 user as a solubion 0 “mining” challenges in
crypocarrency systems. For example, a brawn wave or body heat epmed from the aser when
the user performs the task provided by an mformation or service provider, such as viewing
advertisement or using certain intemet services, can be used in the mining process. lustead of
massive comptation work required by some conventional cryptocurrency systems, data
generated based on the body setivity of the user can be a proof-of-work, and therefore, g user
van solve the computationally difficals problem unconsciousty. Accordingly, certain
exemplary embodunents of the present discloswre may reduce computational energy for the

mining process as well as make the mining process faster.

{0006] Systerns, methods, and bardware aspects of computer readable storage media are
provided herein for a cryptocirrency system using hunian body activity data. According to
various embodiments of the present disclosure, a server may provide a task o a device of a
user which is communicatively coupled to the server. A sensor connnunicatively coupled to
or comprised in the device of the user may sense body sctivity of the wser. Body activity data
may be generated based on the sensed body activity of the wser. A eryplocurrency system
conununicatively coupled to the device of the user may verify whether or not the body
aclivity data satisfies one or more conditions set by the cryptocurrency system, and award
crvptocarrency o the user whose hady activity data is verified.

F0007] Examples are implemented as a computer process, @ commputing system, or as an
article of manufacture such as a device, coraputer program product, or computer readable
medimn, According to ong aspect, the computsr program product 1S a comprier storage
mediunn readable by a computer system and encoding a computer program comptising
mstractions for executing a compuier process.

{0008] This sumimary is provided 1o intraduce a selection of concepts 1o a simplified fonm that
are further described below i the Detailed Description. This summary is not intended 1o
identity key featres or exsential features of the claimed subject matter, nor is 1t intended to be

ased {o Himit the scope of the clatmed subject matter.
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BRIEF DESCRIPTION OF THE DRAWINGS

{09 Various smbodiments i accordance with the present disclosure will be described with

reference to the drawings, i which:

HOOT0T FIG. 1 dlustrates an example emvironment in which some exemplary embodimenis of

the present disclospre yoay be practiced;

{O0LT] FIG. 2 shows g svstent diagram of o decentralized cryplocurrency system according to

an exgmplary embodiment of the present disclosure;

{0012 FIG. 3 shows a flow diagram of a computer-implemented method according o an

exemplary embodiment of the present disclosure;

to an exemplary embodinient of the present disclosure;

{3014} FIG. 5 shows a flow disgram of an operation for vertfving body activity data according

o an exemplary embodiment of the present discloswure;

{0015 FIG. 6 Hiustrates a blockchain and two exemplary blocks of the blockcehain according

to an exemplary embodiment of the present disclosure;

{00161 FIG. 7 shows a flow diagram of a comypmster-implemented method using a vector or

embedding according 1o another exemplary ambodiment of the present disclosure; and

J0017] FIG. & iHostrates an exemplary block diagram of a computer or processing system in
which processes invelved in the systeny, method, snd computer prograrn product deseribed

herein may be implemented.
{0018] Corresponding numerals and svinbols i the different figures zenerslly refer fo
corresponding parls unless otherwise indicated. The figures are draws to clearly lustiate the

relevant aspects of the emboduments and are not necessarily drawa to seale.

DETAILED DESCRIPTION OF EMBODIMENTS

{00191 Inthe SHllowing detatled descriplivay, refurence is nrade (o the sccompanying Jrawings
which form a part heveof, and in which are shown by way of ihustration specific embodiments

in which the wnvention may be practiced. These embodiments are deseribed in sufficient detail
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to enable those skilled in the art 1o practics the invention, and 8 18 © be understond that mher
embodiments may be utilized and that stroctural, logical and elecirical changes may be made
without departing from the spirit and scope of the mvention. The following detmled desoription
15 therefore not 10 be taken in a limuting sense, and the scope of the mvention is defined only
by the sppended claims and equivalents thereof Like numbess in the figures refer to like

components, which should be apparent from the context of use.

F0020] The et “cryptocurrendy” may miven a digital cwrvency in which enoryption technigues
are used to regulate the genergtion of unus of curredoy and verify the fransfer of funds. Many
cryptocarrencies inchude the use of 3 blockchain to provide security and prevent fraud as double
spending. Some embodiments of the present disclosure may be used 11 alternate cryptocwrrency
mechanistos other than a blockchain, The system, method, and computer program products
described herein may be applied to both centralized and decentralized cryptocurrency networks

or databases.

j0021] FIG. 1 illustrates an example environment 104 in which some exemplary embodiments
of the present disclosure may be practiced. The example environment 100 mcludes, but s not
hinaited 1o, gt least one of task server 110, communicasion network 120, user devige 130, sensor

144, and cryptocurrency system 136,

{0022 Task server 110 may provide one or more tasks to user device 130 over communication
network 120, For example, task server 110 may be at least one of a web sevver delivening or
serving up web pages, an application server handling application operations between users and
applications or databases, a cloud server, a databaze sevver, a {ile server, a service server, a
game server implementing games or servives fora gane, and 2 wedia sevver debivering media
such as stremming video or audio. The tasks provided by task server 110 will be discussed

more detai! below,

{00231 Altematively, cryplocirrency system 150 may provide one or more tasks 1o user device
136, For example, in a deceptralized crypiocurrency netwaork, the tasks may be proposed to
user device 130 by miners {e.g. compude resources or nodes 210 of FIG, 2). In another example,
i a centralized cryptocurrency systent, a cryplocuirency server may seud the tasks 1o user

device 130,

j0024] Commumication network 120 may include any wired or wireless connection, . the

inteynet, or any other fonm of communication. Although one network 1204 identified in FIG.

E



1, communication network 120 may include any number of different conununication networks
between any of the server, devices, resource and system shown in FIGS. 1 and 2 andfor other
servers, devices, resourees and systenss described heretn, Commuication nebwork 126 may
engble commumication between various computing resources or devices, servers, and systems,
Various implementations of communication network 120 may employ different types of
networks, for example, but not Himited to, computer networks, telecommumcations networks
{e.g.. celhular), mobile wireless data nelworks, and any combination of these andlor other

networks,

{O025] User device 130 may include any device capable of processing and stoving
datafinfonmation and communicating over convmunication pebwork 120, For example, user
device 130 may inclade personal computers, servers, cell phones, tablets, laptops, smant
devices {e.g. smart watches or smart televisions). An exemplary embodiment of user device
130 1s tlustrated i FIG. 6.

j0026] Sensor 140 may be configured io sense the body activity of wser 145, As illustinted 1o
FIGr 1, sensor 140 may be a separgte component from user device 130 and be operably andfor
commumcatively connected 1o user device 130, Allerngtively, sensor 14 may be included and
integrated in uyser device 130, For example, user device 130 may be a wearable device having
sensor 140 theretn, The sensor 140 may transmit information/data to user device 130, Sensor

140 may include, for example, but not limited to, hunctional magnetic resonance imaging

{NIRS) sensors, heart vale monitors, thermal sensors, optical sensers, radio frequency {RF)
sensors, ultrasonic sensors, cameras, or any other sensor or scanver that can measure O sense
hody activity or scan human body.  For instance, the PMRI may measure body activity by
detecting changes assoviated with blood flow. The IMRI may use a magnetic feld and radio
waves {0 create detailed images of the body {e.g. blood flow in the brain to detect aveas of
activity). The material (hitp)/news berkely eda/ 201 OS2 brain-movies’), the entive content
of which is incorporated-herein by reference, shows one example of how the MR can mensurs

brain activity assoctated with vizeal information and generate nage data.

100271 Crypltocurrency system 1530 may include one or more processors for processing
commands and one or more mwemories storing information n one or more eryptocurrency data
structures. Tn some gmbodiments, coryplocurrency system 150 may be a centralized

cryplocarrency system or network, for example, but not Hmited to, a server which may be



privately run by a third padty entity or the same entity that is ronning the task server 10, In
other emnbodiments, cryplocarrency system 130 may be a publically sccessible network system
(e.g., a distributed decentralived computing system).

00281 For example, crypiocurrency system 150 may be a decentralized network 200, such as
a decentralized blockchain network, including one or more compute resources 210, as shown,
for example, in FIG. 2. In the embodiment of FIG. 2, there may be no central authonty
countrolling oryptocurrency network 200, The data stored on blockehain network 200, 1.e., the
pubhic ledger, may not be stored at a central location m its entirety.  Blockehain network 200
may include a plurality of processors for processing commands and a plurality of memories
storing information in one or more blockchain data stnuciures,  Blockehain network 200 may
mantain one or more blockchains of continwously growing lists of data blocks, where each
data block refers 1o previous blocks on its Hst. The requirement for each Mock (o refer to all
previons blocks in the blockehatn, yields a chain of blocks that is hardened against tampering
and revision, such thai the information stored in the blockchain is innmuilable.

{00291 Compute resources 210 may include any device, computer, system or otherwise that
has joined blockchain network 200 and forms g node in blockehain network 200, Compute
resources 210 may melude, for example, but not limnted to, personal computers, servers, cell
phones, tablets, faptops, smart devices {2.g. smart watches or smart televisions), or any other
device capable of storing informatton and communicating over comnuuicaiion network 124
In some embodiments, compate resources 210 may be onaffiliated with or unkpown to each
other where, for example, compute resources 210 revuain anonymons. Fach compute resource
210 may melude memory 220 that stores a copy of at least & portion of public ledger 230 of
blockehain netwonk 200, Compute resources 210 may also execnte ong or more programs (o
perform varioas functions associated with maintaining blockchain network 200 inchuding, for
:xample, updating public ledger 230, generating new blocks, or any other suvslar function
{0036] For ilustration purposes, FIG, 1 illustrates user device 130 as not included in
blockchaim network 206, However, user device 130 may ba part of blockchain network 280
and be implemented as one of the compute resources 210 in FIG. 2.

{0031] Public ledger 230 may store any transactions performed over blockehain network 200
including but not limited to, for example, any transaction relsted to and ocourring on
blockchain network 200, Because each compute rescuce 2 10 stores a copy of at least a portion
of the public ledger 230 of blockchain network 200, public ledger 230 may be independently

verified for accuracy at any time by comparing the stored copies of multiple compute resources



214,

{0032} Communication betwesn compuie resources 210 may oceur via comnumication
network 120, Communication network 120 of FIG. 2 may be the same network as, or be a
different network from, commumication 120 of FIG. 1. In some embodiments, each compute
resource 210 may communicate directly with each other compute resource 210. In some
embodiments, some compate resources 210 may not be able to communicate direcily with each
other. For example, they sre not connected to the same commmunications network 120, In this
case, communications related to blockchain network 200 between the compute resources 210
may occur by using one or more of the remaining conpute resources 210 as an miermediary.
in some embodiments, one or more of compute resources 210 may nol mainiain a continuous
connection to blockehain network 200 at all times. For example, a compute resource 210 may
only be connscted to hlockehain network 200 during a certam period of tinve each day or may
only be connected to blockehain network 200 intermutiently throughowt the day. Due to the
decentralized nature of blockchain network 200, such an intenniitent connection by one or
more compute resources 210 does not affect the overall operation of blockchain network 200
since copies of public ledger 230 are stored on multiple compute resources 210, Once the
discomnnected compute resource 210 recomiects to blockehain network 200, the disconnected
compute resouree 2 1 may receive updated copies of the public ledger 210 from one or more
of the compute resources 210 that have been connected to hockcham netwaork 200

{0033] FIG. 3 shows a flow diggram of 3 computer-implemented method according to an
exemplary embodiment of the present disclosare.

{0034] Method 300 begins at operation 310 illusttated 1o FIG. 3, where task server 110
provides one or mote tasks to device 130 of user 145 over communication network 120, The
tasks wclude, for example, but nol hmited {0, waitching or lstentng imformation {e.g.
advertisernent) for g cerlain time, using services {e.g. search engine, chat bot, e-mail, socl
maediapetworking  sarvice and any internet or web service), uploading or sending
informationddata {o 3 webaite, a server or a nelwark {e.g. content sharing webstle, and cloud
network or server), or any other information or service whnch may produce effects on users. In
the blockchain, the task{s) may be included as a transaction in the public ledger 230,

{00351 Furthermore, the taski{s) provided by task server 118 can include solving a test for
distinguishing human from machine inpuat so that lnenans bt not computers are able o pass it
such as, Computer Automated Program to Tell Computers and Humans Apart ({CAPTCHA)

and relC APTCHA wluch s 3 CAPTCHA-Bke svstem designed to establish that a compuier user
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is human, The task miay require user 145 1o solve a ventlication challenge, for example, but
not timited to, an image based challenge including mstructions prompiing user 1435 (o solve the
challenge through mteraction with one or move images.

{00361 At operation 320, when or alter user 145 performs the task(s) provided by task server
110, sensor 140 may sense the body activity of user 143 that 15 a body response related 1o the
task provided by task server 110, and then transmut the sensed body activity of user 145 fo user
device 130, The body activity may include, for example, but not Hmited to, radiation emmtied
from human body, brain activities, body fluid flow (e.g blood flow), organ achivity or
movement, body movement, and any other activities that can be sensed and represented by
images, waves, signals, texts, numbers, degrees, or any other form of miormation or data.
Examples of body radiation emitted from human body nway include radiant heat of the body,
pulse rate, or brain wave. Bram waves may congmise, for example, but not hnutad to, (i)
gamma waves, nvolved I learning or memory {asks, (1) beta waves, involved m logical
thinking and/or conscious thought, (if1) alpba waves, which may be related 10 subcouscious
thoughts, {iv} theta waves, which may be related to thoughts involving deep and raw emotions,
{vi delta waves, which may be involved in slesp or deep relaxation, or {vi}
electroencephalogram (EEG), which may be measurement used to evaluate the electrical
activity in the brain, such as degp concemtration. Examples of the body movement may clude
eve movement, fcial movement or any other muscular movements.  Furthernuge, brain
activily can be sensed using the IMRI The IMRI measures brain activity by detecting changes
associated with blood flow. This techmgue relies on the fact that cerebral blood flow and
neyronal activation are coupled. When an avea of the brain is in use, blood flow to that region
also increases,

{00371 At operation 330, user devicg 130 generates body activity data based on the body
activity sensed by sensor 140, Operation 330 may be part of a mining process which is a
process for solving a computationally difficult problem  One exemplary embodiment of
operation 334 is shown m FIG. 4. Asshown in FIG. 4, operation 330 may comprise operations
416 and 420,

{OU38] At operation 410, the body activity sensed by sensor {40 may be codified in symbolic
forms, such as letfer(s), numeral(s), svinbol(s), and a string comprising sequence of characters.
In one example, the body activily can be codified by extracting one or more values from the
sensed body activity, such as mininrem andfor maximum amplitude(s) or frequency(ies) of g

body activily signal {2.g. brain waves). 1 another example, user device 130 may window and



sample the sensed body gotivity over time and calculste the gverage of the sampled vatues. In
stitll another example, user device 130 may generate raw data of the body activity. In still
another example, user device 130 may [ilter araw signal of the body activity using one or more
filters to apply the fikered body activity signal to an audio hash function or algorithm at
operation 420, Alternatively, any statistic value(s) associated with human body activity can be
codified from the body activity sensed by sensor 1L

{00391 At operation 420, the codified body activity may be converted into an encrypted ouiput
hy using an encryption algorithm, such as a hash algorithm or function. For example, hash
functions include functions that map an initial tnput data set of an output data set. Generally,
the hash funciion may be any function that can be used to map data of arbiirary size 1o data of
fixed size. The hash function allows one to easily verily that some nput data maps o a given
hash value, but 1If the input data is unknown, i is deliberately difficult to reconstmuet i {or any
equivalent alternatives) by knowing the stored hash value. The hash algorithim or function may
be included in the mining software or program of the cryptocurrency systern or database.
{0040] For example, operation 420 may use audio hash fimction, where the histogram of
frequencies of the codified body activity are summed ap, or bit mamipulation, such as XOR
function of each histogram bucket with the next or a modulos of a prime number, 15 performed
on the codified body activity.

{00411 In some embodiments, an analog hash function where the body activiiies themselves
are hashes can be used. For example, waves or signals senxed by sensor 144, for example, but
not Hmited to, alpha, beta, delia or ganuma waves from the EEG sensor, may be transformed
1e 3 histogram using a transforming algorithm or formula, such as Fast Fourier Transform (FFT)
or any other algonthm or fonmula that can convolve, add or nmuultiply waves or signals to
produce a histogram. The hash may be the histogram itself. For example, the hash may be the
outpat of the FFT where each component 5 a frequency band and the value 15 counts
coresponding o each frequanicy band. In another exmaple, the desived propertiss may be that
the first two frequency histograms are as close to rero as possible, for instance, provided some
statistical guarantee exists that this cannot happen easily.

{0042] However, opervation 420 is optional. In certain embodiments, user device 130, without
gnorypiing or hashing the codified body activity, may transmit the codified body activity
generated at operation 410 o cryplocusrency system 150,

{00431 Although FIG. 3 illustrates that operation 330, including operation 410 and 420, s

processed by user device 130, at least one of operations 410 and 420 can be processed by
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another device(s), server, resource or system, such as task server 110, cryplocurtency system
136 or any other server. For example, the user device 130 may generate raw data of the sensed
body activily, ransmit H o oryptocurrency system 156, {ask server 110 or any other server,
and then cryptocurrency system 130, task server 110 or any other server may codify or hash
the raw data of the sensed body activity.

{0044] Referring back to FIG. 3, at operation 340, cryptocureency systens 150 verifies if the
body activity data of user 143 generated by user device 130 satisfies one or more conditions
set by an algorithm of cryptocurrency system 156, The conditions may be set by simulating
human body activity across all of body activities that can constitute hashes. Machine learning
algorithms may be used io simulate body activities and set the conditions for valid body
aclivities, for example, but not fimited 1o, using generative adversarial networks,

{00457 In sonte smbodiments, crvplocurrency system 13! verifies whether the body activity
data of user 145 (a.g. the code of the body activity generated al operation 410 or the hash of
the body activity generated at operation 420) rany represent that the body activity of user 143
is within a target range. The {argel range may be determined wsing the amount of cognitive
effort that user 145 requires to perform the task provided by task server 110, For example, 1o
verify if the hash of the body activity of user 145, eryplocurrency system 150 may delermine,
for example, but not limited to, (1) whether the hash of the body activity of user 143 hss o
specific certam pattern, repeated patierns, a mathematical properties or the number of Isading
numbers, characters or sinngs (e.g. leading zeroes} set by cryplocurrency system 130, or {11}
whether the hash of the body activity of user 145 15 less than a current {arget valoe. Examples
of the numerical patterns set by cryptocurrency system 1350 may be a pattern that first certain
digats of the hash form a prime munber, or a pattern that a mumber that 15 calculated by applying
first cartain digits of the hash fo a preset formula forms 8 privne number {For example, a number
calculated by adding or subtracting a predetermined number or a nunber set by cryptocurrency
systenmt 15340 o the first fouw digits of the hashing forms a prime pumber). The repeating namber
patierns may mclude a repeating mumber {e.g. leading xeros, ones in the middle of the hash,
twos 1n the last foar digits of the hash, and any repeating mumbers included in the hash)y and a
repeating number sequence {e.¢. leading repeating digit pairs, such as “121212", or triplets
“1231237) I the hash of the body activity of user 143 has the desirable pattern{s) or is within
the targel range, thea the proof of work or proof of stake is considered solved, and that hash
caun be a new block. The target range or value may be changed periodically to maintain a

presciected level of difficulty, although it is not required.  For example, the target value may
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he wversely proportional (o the difficulty, By varying the difficulty, a voughly constant rate of
block generation may be kept.

{00461 The target range of valid body activity miny be set nsing statistical data 50 that nomad
body activity, activity that can easily happen. or faking body sctivity cannot be vahiduted. For
example, the target range of valid body activity nray be selected from a range that human
smners canaoet fake their own body activily to satisfy the target range to prove and validate the
proof-of-work.

{00471 Additionally, the verification at operation 330 may melude filering ont invalid tasks,
malformed data {syntax errors) or data semt from an unauthorized user or generated by a
machine fearning system. For example, cryptociwrency sysiem 150 may receive, fiom user
device 130, data of the body activity generated before the hash algorithm is spplied, rehash that
data, and then compare the rehashed data with the hash received from user device 130 o check
whether the body activity data 1s generated based on buman, not random compuder generatad
data. Voxel(s) of the image of the IMRI may be an example of the data of the body activity
zenerated before the hash alponthm is apphied.

{0048 ] One exemplary embodiment of operation 340 1 shown m FIG. 5. At operstion 510,
cryptocarrency systern 150 may check whether the hash of the body activity, recetved from
user device 130, is within the target range set by cryptocurrency systemt 150, or comprises a
desirable patterm set by crvptocurrensy system 1538, 1 the hash of the body activity is within
the target range or has a desirable pattern set by cryptocurrency system 130, cryptocurrency
systemn 150 rehashes data of the body activity, genernted before the hash algorithm is applied
and ransmitted with the hash of the body activity from user device 130 {Operation 520}, and
then compare the rehashed data with the hash of the body activity, recetved from user device
138 {Operation 3303}, Ifthe rehashed data is identical to the hash of the body activity, recetved
from user device 130, eryptocwrrency system 150 proceeds to operation 350, However, if
determining in operation 310 that the hash of the body activity data is out of the {arges ranye
or does not nclude the desiable paitern sed by cryptocurrency system 138 or if determining in
operation 330 that the rehashed data does not match the hash of the body activity, operation
316 or 320 may be proceeded.

{0049 Atoperation 3340, when the body activity data transmisted from user device 130 satisfies
one or more conditions set by cryplocarrency system- 150, cryptocarrency system 158 awards
crypiocurrency to user 145, For example, cryptocurrency system 180 awards to user 148 an

amount of cryptocurrency corresponding to the task accomplished by user 145, Additionally,
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gryplocurtency system 130 may award coyptocurrency o an owner or operator of task serve
114 as a reward for providing services, such as, search engines, chatbots, apphications or
websiles, offening users access for free {o paid contents {e.g. video and sudio streaming or
electric books), or sharing information or dats with users.

j0030] For example, i the blockchain cryptocurrency system, at operation 340, af least one of
compute resources 210 of FIG. 2 verifies if the hash of the body activity data of user 145 is
valid. Af{ operation 35, when the hash of the body activity data of user 145 is vahdated at
operation 340, the compute resource 210 of FIG. 2 can add a new block to the blockehain, The
new block may contain the number of eryplocurrency unils assigned o the user’s address. The
new blockchain with the additional added block is breadeasted around the cryptocurrency
network 150, The compute resource 210, which performed operations 340 gnd 330, may be
also rewarded with transaction fees andfor cryplocwrency.

{00511 FIG. 3 depicts a blockcham 500 and two exemplary blocks 510, 520 of blockchain 500
according to exemplary embodiments of the present disclosure. Typically a “blockcham™ is
understood as being a dats structure comprising a senes of blocks, where each block includes
dats corresponding 10 one or more iransactions, hashed together with hinking data, such as the
bash of an immediately preceding block. In the ewmbodiment of the present disclosure, the
transaciion may be the task performed by wser 143, The chain can then be used (o cremte o
ledger, which is typically an append-only database. Once dats 15 enterad into a Mock of the
chain, the entry 1s essentially irrefutable, since any tampering with the data would be reflected
in the chained hash caleulations and is thus easily detected.

{0052} The blockchain 500 may represent the publicly distributable transactions ledger, such
as ledger 230 of FIG. 2, and may inchude a plurality of blocks. Each block, such as block 51
and block 320 may include data regarding recent transactions. For example, the task performed
by user 145 and the number of cryplocarrency units awarded to user 145, andfor contents
linking data that Hnks one block 520 1o a previous block SH), and proof-of-work data, for
example, the validated bash of the body activily, that ensures that the state of the hockehain
500 15 valid and s endorsed/verified by a majority of the record keeping systems.  Exemplary
embodiments of block 520 of blockchatn 500 may include a current hash, a previous hash of
previous block 510, wransaction. The previous hash 15 a hash from the immediately preceding
block, which ensures that sach block is imuwetably tied o previous block. The hash of previous
block 310 may be included in block 520, thereby hnking block 520 to previous block 510,

F0033] Transaction information cannot be modified without st least ong of computs resources



210 poticing, thus, the blockchain $00 can be trusted o verify transactions opecurting on
hlockehain 304,

{00541 In some embodiments, vectors or embeddings may be used for body dctivily data, FIG.
7 shows a flow diagram of an exemplary embodiment of 8 computer-implemented method
using vectors {or embedding). As described in detail above with respect to FIG, 3, task server
110 or cryptocurrency systeny/network 134, such as a central cryptocurrency server or compute
resource (or node) 210, may perform operation 310 where one or move tasks are proposed o
user device 130 over communication network 120, and sensor 140 may perform operation 320
where sensor 140 senses or measures the body activity of user 145, Sencor 140 {or user device
134) may generate dala of the body activity in the fonm of images, waves, signals, numbers,
characters, strings or any other form that can represent the body activity.

F0035] At operation 710, user device 130 produces one or more vectows (or embeddings), such
as an array of Hloating point numbers, from the data of the body activity generated by sensor
140 {or user device 136). An algorithm stored in user device 130, or any device, server, sysiem
or network commumicatively connected 1o user device 130 over conmmunication network 120,
may transform the data of the body activity generated by sensor 140 (or user device 130) info
one of ruore vectors. For example, the brain image generated by the fMRI scanner may be fed
into a computer vision machine learning aigorithm, for exarnple, but limited to, a convolution
neural network, and the machine leaming slporithm mav gengrate one of more vectors from
one or more voxels of the brain image. In some smbodiments, one single veclor may be
generated at operation 710, Tn other embodiments, a series of vectors may be produced by
sampling over time when user 143 is perfornung the task(s). The data of the body activity {e.g.
voxels of a brain image) andior the vectors {or embeddings) may generate a “proof of work™
and be transmutted to eryplocarrency systeminetwork 130,

{00561 In addition, the vectors may optionally include one or move vectors related 1o the fask(s),
for exanple, but not linited 10, search terms that user 145 used or ideniifier(s} of advartisement
that user 145 viewed.

J0057] At operation 720, the vector(s} geverated at operation 710 mmy be converted into an
gncrypied output by using an encryption algorithin, such as a hashing algorithm or function, as
axplained above with respect 1o oparation 420 of FIG. 4. For sxample, the vecton{s) can be
fashed as bytes with the hashing algorithm, such as Secure Hash Algorithm {SHA M, SHA-
256, SHA-384, SHA-512, and Messape Digest (MD)-5.

{00381 However, operation 720 is optional.  In some embodiments, user device 130 can



transmit the vector(s) of the body activity produced at operation 710 to cryplocurency systam
153G withowt encrvpting or hashing (hem.

(U059 ] At operation 730, cryptocurrency system 130 recerves, from user device 130, the data
of the body activity of user 145 {e.g. voxels of a brain image) andfor the vecton(s) (or the hash)
of the body activity of user 145,

[0060] At operation 740, cryplocirrency system 130 checks if the vector(s) received from user
device 130 have one or more mathemabtical properties set by cryptocurrency system/network
1530, For examiple, cryptocurrency systern 150 may determine whether the vector(s) ol the body
activity have sinularity (or relationship) with a lepitimate vector {or a baselme vector} set by
an alyorithim of aryptocigrency system 130, The similarity may be measuwred or calculated
using, for example, but not imied to, a cosine simlarity, the Euclidean distance, the Manhattan
distance, the Minkowski distance, and the Jaccard similarity. The legitimate vector mav be set
based on the assumption that the vectors of body activities of people who arve performing the
same task have a certatn degree of similarity. Cryptocurrency system 130, such a8 a ceniyal
cryplocurrency serverneiwork or compute resource {or node) 210 of FIG. 2, can deaide the
legitimate vector and similarity, For example, nuners {ike compute resources (or nodes) 218
of FIG. 2 can share their proof of work including, for example, bat sot Hmited 1o, vectors of
body activities, with cryplocurrency network 150, and decide the legitimate vector and
stmilanty by calenlating the average of the proof of work (.2, g centroid o weighted average
of the veciors and a standard deviation}.

{0061 ] H the vecior(s) received from pser device 130 have the mathematical property(ies) set
hy cryptocurency sysienvnetwork 150, cryplocurrency systeminetwork 180 rebashes the data
of the body setivity, ransmitied from user device 130 {Operation 730), and then compares the
rehashed output with the veciors {or the hash) recetved from uger device 130 (Oparation 760).
For example, computer resowree (or node) 210 of FIG. 2 may rehash the IMRI voxels,
transmitted from user device 134, fo a vector, and then conypare the rehashed vector with the
veclor received from user device 130 1o check whether the body activity data s generated based
on haman, not random computer generated data. I determimng in operation 740 that the
vector(s) received user device 130 do not satisfy the mathematical property(ies) set by
grypiocarrency system/network 150 or if determining in operation 760 that the rehashed outpud
does not mateh the vector{s} {or the hash) recesved from user device 130, operation 318 or 320
may be proceeded,

{00621 I the rehashed output is identical to the vector(s) {or the hash) recerved from user
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device 130, cryptocwrrency systenvnetwork 150 gwards cryptocurrency to user 145 a5
described in detail above with respeel to operstion 350, For example, i the blockchaimn
cryplocurrency system, a muner, such as one of compate resources {or nodes) 210 of FIG. 2,
which performed the validation of the body activity data, may add a new block, which includes
the data of the body activity, the vector(s) {or the hash} andfor the number of cryptocurrency
units assigned to the aser’s address, o the blockchain, broadeast a new blockchain with the
new block around cryptocurrency network 150, and may be rewarded with transaction fees
and/or cryplocutrency.

jo0e3] FIG. 8 illustrates a schematic of an example computer or processing system that may
unplement any of the systems, methods, and computer program products, such as task server
110, user device 130, cryprocurrency system 130 and compute resources 210, described herein
in one smbodiment of the wesent disclosure. The computer svstem 15 only one example of &
suitable processing system and is not intended to suggest any Hmitation as to the scope of use
or functiopality of embodiments of the methodology described herein. The processing system
shown may be operational with numerous other peneral purpose or special purpose compuiing
system environments or configurations. Examyples of well-known computing systems,
envivomments, andfor configurations that may be suitable for ase with the processing systemy
shown in FIG. 8 may incluade, but are not Hnuted to, personal conputer systems, server
computer svstems, thin clients, thick chients, hamndheld or laptop devices, muifiprocessor
systems, mucroprocessor-based systems, set top boxes, programmable consumer electronics,
network PCs, mimcomputer systems, mamitame computer svstems, and distributed cloud
compuiing environments that include any of the above sysiems or devices, and the like,
{641 The computer svstem may be described i the general context of computer svstem
axeculable instructions, such as program modules, being executed by a computer system.
Generally, program modules may inchade routines, programs, objects, components, logie, data
structures, and so on that perform particular tasks or implement particular abstract data types.
The computer system may be practiced in disirtbuted cloud computing environments where
tasks are performed by remote processing devices that ave hinked through a communications
network. In a distributed cloud computing environment, program modules may be located in
bath {ocal and remcte conprater system storage media including menzory storage devices.
{065 ] The components of computer system 300 mayv include, bat are not limited to, one or
MIOTE Processors or processing units R0, system memory 820, and bus 830 that couples various

system: components inclixding svstem menmory 820 fo processor 810, Processor 810 may
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include software module 815 that perforns the methods described hersn. The module 8{3
may be programmed into the integrated cireuits of processor 810, or loaded from memory 820,
storsge device 840, or network 853U or combinations thereol

{00661 Bus 830 may represent one or more of any of several types of bus structures, ncluding
a memory bus or memory controller, a peripheral bus, an accelerated graphics port, and a
processor or focal bus asing any of a variety of bus architectures. By way of example, and not
Iinstation, such architecliures ichide Indosiry Standard Architecture (1SA bas, Micro Channel
Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video Electronics Standards Associstion
{(VESA} local bus, and Peripheral Component Intercomects (PCT) bus.

{0671 Computer system 800 may include 3 variety of computer system readable wedia. Such
media may be any avatlable media that is accessible by computer system, snd it may include
both volatile and non-volatile media, removable and non-removable media.

J0068] System memory 820 can include computer system readable media in the form of
volatile memory, such as random access memory (RAM) andfor cache memory or others.
Computer svsiem 800 may further include other removable/non-removable volatile/non-
volatile computer system storage media. By way of example only, storage device 840 can be
provided for reading from and writing to a non-removable, non-volatile magnetic media (e.g.,
a “hard drive™). Although not shown, & magnetic disk drive for reading front and writing 1o 8
removable, non-volatile magnetic disk {a.n.. a "floppy disk™), and an optical disk drive for
reading from or wriing to a removable, non-volatile optical disk such as 8 CD-ROM, DVD-
ROM or other optical media can be provided. In such ynstances, cach can be connected 1o bus
630 by one or more daia media interfaces.

{0009 ] Commuter sysiem 360 may also comnumicate with one or more external devives 860
such a3 a kevboard, a pointing device, a display 870, etc; one or more devices that ensble a
user 10 nteract with computer system; andfor any devices {e.g., network card, modem, ele))
that enable computar sysiem (0 conununicate with one of more other conyputing devices, Such
comnumication can ocour via Input/Quiput {10) interfaces 880,

J0070] Sull yet, computer svstem 800 can communicate with one or more networks 850 such
as & local area network {LAN), a general wide area network {WAN), andior & public network
{e.g.. the Internet) via network adapter 833, As depicted, network adapter &35 communicates
with the other components of compatar svstem via bus 83G. It should be understood that
although not shown, other hardware andior soflware components could be used in conjungtion

with conynrier system. Examples mclude, but are not hinnted o microcode, devics dnivers;
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redundant processing wuits, external disk drive arravs, RAID systems, tape drives, and data
archival storage systems, ete.

{00711 As will be appreciated by one skilled in the arl, aspects of the present disclosure may
be embodied as a system, method or computer program product. Accordingly, aspecis of the
present disclosure may take the form of an entirely hardware embodiment, an entirely software
embodiment {inclading firmavare, resident software, micro~code, efc.} or an embodiment
combining software and hardware aspects that may all generally be referred o heremn as a
“circuit,” “module” or “system.” Furthenmore, aspects of the present disclosure may tuke the
form of a computer program product embodied 1 one or more computer readable medrans)
having computer readable program code embodied therson.

{00721 Any combination of one or more compuier readable medium{s) may be utilized. The
computer readable medivm mav be a comyputer readalde signal mediam or a computer readable
storage medium. A computer readable storage medium may be, {or example, but not limited to,
an electronic, maguetic, opticsl, electromagpetic, infrared, or senuconductor system, apparatus,
or device, or any sullable combipation of the foregomng. More specific examples (& non-
exhaustive list) of the computer readable storage medium would include the following a
portable computer diskette, a bard disk, a random access memory {RAM), 8 read-only memory
{ROM), an erasable programmable read-only memory (EPROM or Flash memory}, & portable
compact dise read-only memaory {UD-ROM}, an optical storage device, & magusiic storage
devicg, or any sutiable combination of the foregoing. In the context of this document, a
computer readable storage medium yoay be any tangible mediwm that can contain, or store a
progrant for use by or in connection with an instruciion execution system, apparatus, or device,
{HHI731 A computer readable signal medium may inclade 3 propagated data signal with
computer readable program code embodied therein, for example, i baseband or as part of a
carriey wave. Such g propagated signal may take any of a varety of forms, weluding, but not
linited to, electro-magnetic, optical, or any sultable combination therenf. A computer readabls
signat medium may be any computer readable medivan that is not a comypuier readable storage
medium and that can communicate, propagate, ov fransport 8 program for use by or in
connection with an instruction execution svstem, apparatus, or device.

{G074] Program code embodiad on # computer readable medium may be transmitted asing any
appropriate mediom, nclading bat not limited to wireless, wireline, optical fiber cable, RF,
etc., or any suitable combination of the foregoing.

{00751 Computer program code for carrving out operations for aspects of the present invention



may be written i any combingtion of one or more programming languages, ncluding an object
oriented programming language such as Java, Smallialk, C++ or the like and conventional
procedural programming languages, such as the “C7 programpung language or siular
programnmung languages, a scripting language such as Perd, VBS or similar Ianguages. andfor
functional languages such as Lisp and ML and logic-oriented languages such as Prolog. The
program code may execute entirely on the user's computer, patily on the user's computer, as a

3

stand-glone solftware package, partly on the user’s computer and partly on 2 remole computer
or entirely on the remote computer of server, In the latter scenano, the remote computer may
he connected to the user's computer through any tvpe of petwork, including a local area network
{LAN)Y or a wide area network {WAN), or the connection may be made to an external computer
{for example, through the Internet using an Imternet Service Provider).

{0076] Aspects of the present disclosure are described with referencs to flovwchart illustrations
and/or block diagrams of methods, apparatus {systems) and computer program produets
according to some embodiments of the present disclosure. It will be undersiood that each block
of the flowchart ilusirations andior block diagrams, and combmations of blocks m the
flowchart tlustrations and/or block diagrams, can be implemented by computer program
mstractions. These computer program instrctions may be provided o a processor of a general
purpose computer, spectal purpose computer, or other prograynmable data processing apparstus
o produce 3 machine, such that the nstructions, which execute vig the mocessor of the
computer or other programmable data processing apparatus, create means for implementing
the functionsfacts specified in the Bowchast and/or block diagrem block or blocks.

{0077] These computer program mstructions may alse be stored in a computer readable
medium that can divect g comynater, other programmable data processing apparatas, of other
devices to function in a particular manner, such that the instructions stored in the compter
readable medium produce an article of manufacture weluding pstructions which umplemend
the functiondact specified in the flowchart and/or block diagram block or blocks.

{00781 The computer program instractions mav also be losded onte a compuler, other
programmable data processing apparatus, or other devices 1o cause a senies of operational steps
to be performed on the computer, other programmable spparatus or other devices to produce a
computer implemented mocess such that the mstructions which sxecute on the computer or
other programmable apparatus provide processes for implementing the functions/acts specified
in the fowchart and/or block diagram block or blocks.

{00791 The fowchart and block diagrams in the Gwres ilustrate the architecture, fimotionality,
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gnd operation of possible wnplementations of systems, methods and  computer program
products according to varions embodiments of the present invention. In this regard, sach block
i the flowchart or block diagrams may represent a module, segment, or portion of code, which
comprises one or more executable instructions for implementing the specified logical
function(s). It should also be noted that, in some alternative mplementations, the functions
noted 1 the block may oecwr out of the order noted in the figures. For example, two blocks
shown in spccession may, in fact, be execuled substantially concurrently, or the blocks may
sometimes be executed in the reverse order, depending upon the fmctionality involved. R will
also be noted that each block of the block diagrams andior flowchart illustration, and
combinations of blocks in the block diagrams andior Bowchart Hhstration, can be implemented
by special purpose hardware-based systems that perform the specified functions or acts, or
combinations of special purpose hardware and computer instruciions.

{00801 The compster program product may comprise all the respective features enabling the
irnplementation of the methodology described herein, and which - when loaded 18 a compuier
system - 1s able to carry out the methods. Computer program, sofiware program, program, of
software, i the present context means any expression, in any language, code or notation, of a
set of mstructions intended to cause a system having an wnformation processing capability to
perfonmn a particular function either directly or afier either or both of the following: (@)
conrvassion o another language, code or nodation; and/or (b) reproduction in g different material
form.

{0081] The terminology used herein is for the purpose of describing particular embodiments
ondy and is not intended to be Hmiting of the invention, As used herein, the singular forms ™a",
“an” and “the” are intended to inchude the plural forms as well, unless the context clearly

88,

indicates otherwise. It will be further understiocod that the terms “comprises™ andior
“comprising,” when used in this specification, specify the presence of stated features, infegers,
steps, operations, elements, and/or components, bt do not preclude the presence or addition
of one or more other features, inlegers, steps, operations, elements, components, andfor groups
thereof.

{00R2] The corvesponding stroctures, materials, acts, and equivalents of il means or step plus
function elenents, it any, in the claims below are intended w© inclade any structure, material,
or act for performmy the fonction in combination with other claimed elements as specifically
claimed. The description of the present fnvention has been presented for purposes of illostration

and description, buf is nol Intended 1o be exhaustive or linuted {o the invention in the form



disclosed. Many modifications gud vanations will be apparent 1o those of ordingry skill w the
ar{ withowt departing from the scope and spirit of the invention. The embodiment was chosen
and described n order o best explain the prnoiples of the wvention and the practical
apphication, and to enable others of ordinary skill in the art (o understand the inveation for
vartous embodiments with vartous modifications as are sutted to the particular use
couternplated.

fO0R3] Various aspects of the preseni disclosure may be embodied as a program, software, or
computer nstructions embodied 1 a computer o machine usable or readable medium, which
causes the compuler or machine to perform the steps of the method when executed on the
computer, processor, andéor machipe. A program storsge device readable by a machine,
tangibly embodying a program of mstructions executable by the machine to perform vanous
functionalities and methods described in the presemt disclosure is also provided.

{00841 The system and method of the present disclosure may be implemented and nm on 3
general-purpose computer or special-purpose computer systent. The terms “computer systemy”
and “compuier network” as mayv be used in the present application may include a vanety of
combinations of fixed and/or portable computer hardware, software, peripherals, and storage
devices. The computer system may include a plorality of individual components that are
metworked or otherwise linked to perform collaboratively, or may include one or more stand-
alone components. The hardware and software components of the computer system of the
present application may nclude and may be mchuded within fixed and pontable devicss such
as desktop, laptop, and/or server. A module may be a component of a device, software, program,
or system that implements some “lunctionality”, which can be embodied as software, hardware,
firmware, electronic circuiiry, or efc.

{08S] Although specific embodiments of the present invention have been described, it will be
undersiood by those of skill w the art that there are other embodiments that are equivalent to
the described embodiments. Accordingly, 1t 1s to be understood that the invention is not to be

Limited by the specific tlusirated embodiments, but only by the scope of the appended claims.
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CLAIMS

What isclaimed 8

1A cryprocurreney systent, comprising:

RS OF MOrS processors; and

roemory storing executable instructions thay, ifexecuted by the one of more
processors, configure the cryplocuriency svsient fo

communicate with a device of a user

receive body activity data which is generated based on body activity of the user,
whergin the body activity is sensed by a sensor communicatively coupled (o or comprised in
the device of the user;

verify if the body sctivity datt of the dser satisBies one or more conditions set by the
cryplocurrency system: and

award cryplociurency to the user whose body activity data is verified.

2. The system of claim 1, wherein the body activity sensed by the sensor comprises at
lzast one of bady radiation emiited from the user, body fluid flow, a brain wave, pulse rate or

body heat radiation.

3. The system of ¢laim 1, wherein the one or move conditions are set based onan
amount of human body activity associated with a task which is provided o the device of the

HIEL.

4. The svstem of claims 1, whergin the ong or ot conditions compriss a condition

that the body activity data represents that the wser performs a task provided to the device of

5. The system of claim }, wheretn the body activity data is gensrated ysing a hash
algovithm converting buman body activity into an encryption sutput, and the generated body

activity data comprises  hash of the sensed body activity of the user.



&. The system of claim 1, wherein the body activity data comprises one or niore

vectors produced from the body activity sensed by the sensor.

7. The system of claim 5, wherein the one or more conditions include a condition that
the hash of the body activity includes repeated patterns or a mathematical propenty set by the

CrYPOCHITENCY systern.

8 The system of ¢laim 1, wherein the cryplocurvency system awards the
crypiocurrency to the user by generating a block for the awarded oryptocurrency and adding

the block to a blockchain stored 1n the cryplocumensy svstam.

9. The svstem of claim 8, wherein the block conywises data comprising:
a task provided to the device of the user;

inforniation on the awarded cryptocurrency;

a hash associated with the body activity] and

a hash of a previous bleck.

10, The system of clum 3, wherein the task provided to the device of the user

comprises a test for verifyving i the user of the device is human or not.

11. The system of clabn §, wherein the cryplocmrency systemas configared o

recetve, from the device of the user, daia of the body sctivity generated belore the
hash algorithm 15 applied and the hash of the body activity;

rehash the daia of the body activily; and

compare the rehashed data with the hash of the body activity received from the device

of the gser to verity the body activity data.

12. A computer-implemented method, comprising:

receiving, by a device of g user coupled (o a network, a task over the network;

sensing, by a sensor communicatively coupled 1o or comprised in the device of the
user, body activity of the user;

penerating body activity data based on the sensed hody sctivity of the user;

T
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verifving, by a cryptocurrency system communicatively conpled to the device of the
user, if the body activity data satisfies one or more conditions set by the cryptocurrency
system: and

swarding, by the cryvplocurrency system, creptocwrency 1o the user whose body

activity data 1s verified,

13, The method of clabm 12, wherein the body activity sensed by the sensor comprises
at least one of body radiation emitted from the user, body fluid Bow, a brain wave, pulse rate

or body heat radiation.

14, The method of glaim 12, wherein the one or more condifions are set by the
cryplocirrency svstem based on an amount of human body activity associated with the task

provided to the device of the aser.

15, The method of claim 12, wherein the body activity data 5 generated using a hash
algorithm converting hurman body activity into an encryption output, and the generated body

activity data comprises 8 hash of the sensed body activity of the user.

16. The method of claim 12, wherein the body activily data comprises ong of Mo

veolors produced from the body activity sensed by the sensor,

17. The method ol claim 13, further comprising:

receiving, by the cryptocurrency systent, from the device of the user, data of the body
activity generated before the hash algorithm is applied and the hash of the body activity;

relashing, by the crvplocurrency system, the data of the body activity; snd

comparing, by the crvplocuirency system, the rehashed data with the hash of the body

aclivity received from the device of the user ip venfy the body activity data

18, A device, comprising:

o€ OF MOTe PIOCEsSsDTs commmunicatively couplad 1o a sensor, the sensor condigured (o
sense body activity of @ user; and

memory storing executable instroctions thay, if execwted by the one or more

processors, configure the device to:



rocetve g task;

generate body activity data based on the sensed body activity of the user, wherein the
sensed body activily 1s associated with the veceived task; and

transmit the generated body activity data (o a system or network which verifies the

body activily data to award cryptocusrency.

19, The systern of claim 18, wherein the body activity sensed by the sensor comprises
at least one of body radiation emitted from the user, body fluid flow, a brain wave, pulse rate

or body heat radiation.

20, The system of claim 18, wherein the hody activily data iz penersted using a hash

algorithnn converting human body activity inlo-an encryption oufput



ABSTRACY

Human body activity associated with g task provided to a user may be used in a mining
process of 8 cryplocorrency system. A server may provide a task to a device of a user which
15 communicatively coupled to the server. A sensor communicatively coupled to or comprised
mn the device of the user may sense body activity of the user. Body activity data may be
generated based on the sensed body activity of the user. The cryptocurrency system
commumnicatively coupled {o the device of the user may verify i the body sctivity data satishies
one or more conditions set by the cryptocurrency system, and award cryptocurrency o the user

whose body activity data is verified.
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